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METHOD AND APPARATUS FOR AN ELECTRONIC CHECK 



PAYMENT SYSTEM 
BACKGROUND OF THE INVENTION 

5 

This invention relates to a method and apparatus for an electronic check payment 
system and, particularly, to an electronic check payment system for converting a raw 
magnetic ink character recognition (MICR) code line into an automated clearinghouse 
(ACH) fomiat. 

1 0 When the point of purchase of goods or services is at a businesses brick and mortar 

place of business (e.g., a merchant's store)^ the purchaser of the goods or services provides 
a paper check to the business. The business then submits the check to a financial 
institution for settlement. This process is slow, and results in a delay in the amount of time 
that it takes for funds to be released to the merchant. 

15 Internet merchants and other commerce accepting businesses (hereinafter, 

collectively referred to as "businesses") are limited in their payment acceptance options : 
and rely, in most instances, on credit card transactions. However, credit card issuers have 
many rules and penalties for businesses and consumers. All Internet credit card 
transactions are classified as "consumer not present" transactions. This subjects businesses 

20 to increased discount rates from the credit card issuers and payment networks. Discount 
rates can reach in excess of 10% of the transaction value. Moreover, businesses are also 
subject to normal charge back rules. Even after an item is shipped, the consumer is able to 
use all charge back rights to return items, deny receipt of items, or claim transaction fraud. 
One solution for check payment over the Internet is a "drop-to-draft" practice. A 

25 "drop-to-draft" system provides the ability of a payor to enter the check data onto an 
Internet Web site screen. The check data is relayed to the business or a third party 
representing the business. Once the data is obtained, the business or third party triggers a 
draft to be created to facilitate payment of the purchase. Thus, a physical (i.e., paper) 
check is created based on the data entered by the payor. 
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SUMMARY OF THE INVENTION 



The "drop-to-draft" practice for Internet transactions does not increase efficiencies 
in settlement time, or risk management. Thus, a better system for the Internet transaction 
5 is required to eliminate physical checks, reduce settlement time, promote increased risk 
management and avoid use of credit cards. 

' Accordingly, the invention provides a method and apparatus for allowing 
submission of an electronic check including check data. The check data includes a raw 
MICR code line (also "MICR data"), which is obtained from a financial document, such as 

10 a check. The electronic check is entered into a point of sale terminal, which for this 
embodiment, is a system Web site at the purchaser's microcomputer. The entered 
electronic check is transmitted from the purchaser's microcomputer through the Internet to 
an electronic device. The electronic device for this embodiment is the system's server. 
Once obtained by the system's server, the MICR data is converted into an automated 

15 clearinghouse (ACH) format (which is imique to each financial institution), and is 

processed through verification and risk management filters. Once verified, the converted 
ACH data is then capable of being provided to an ACH for payment. Thus, by submitting 
an electronic check, the system removes handling of the physical check, reduces 
settlement time and promotes increased risk management. 

20 Additionally, the electronic check can be provided at a businesses brick and mortar 

store. The electronic check is entered into the point of sale terminal and is transmitted to 
an electronic device via a distributed network. Once obtained by the electronic device, the 
MICR data is converted into the ACH format and is processed through verification filters 
and risk management filters. Once verified, the converted ACH data is then capable of 

25 being provided to an ACH for payment. Again, by submitting an electronic check, the 
system removes handling of the physical check, reduces settlement time, promotes 
increased risk management, and eliminates the need for credit cards and the attendant fees 
risks, and penalties of credit cards. 

The electronic check system of the invention provides an electronic check for 

30 acceptance as a variable, low risk, low cost alternative to credit. The electronic check 
allows payment by a large group of consumers at a reduced cost to businesses. By 
providing the electronic check as a payment vehicle, businesses are able to reduce their 
cost and increase the audience to which they can offer a product or service. Additionally, 
the evolution of micro-payment (i.e., payment via a microcomputer) opens great 
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opportunities for the Internet check transaction as the cost of credit card transactions 
currently renders such commerce unprofitable. 

The electronic check system of the invention allows for a single transaction to 
initiate verification and conversion routines. In addition, the transaction initiates the 
5 transaction data to be submitted into the automated clearinghouse ("ACH") flow. 
Moreover, the invention includes a new technical coding specification that allows for 
authorization-only transactions. That is, the invention provides authorization-only services 
to organizations that want to settle and process their own ACH electronic transactions. For 
example, large corporations may already have established, low cost ACH capabilities. The 
10 invention provides the verification and conversion aspects to these corporations while 
allowing the corporations to continue using their own ACH capabilities. This feature can 
also be applied to electronic bill payment providers that perform advance verification and 
authentication of new customers. 

The invention also allows capturing and storing electronic check data as the system 
1 5 processes electronic check transactions. The stored electronic check data forms a database [ 
that can be used to create new verification filters or modify existing verification filters. . 

The invention also provides an electronic check payment system having a point of 
sale terminal. The point of sale terminal has an input device for receiving MICR 
characters. The electronic check payment system further includes an electronic device 
20 connected to the point of sale terminal. The electronic device has software for converting 
' the MICR characters into an automated clearinghouse (ACH) format specified by each 
financial institution participating in the ACH. 

The invention further provides a method of providing an electronic check payment 
to a commerce entity. The method includes the acts of: providing a point of sale terminal 
25 capable of receiving MICR characters and an amount of payment, providing an electronic 
device, entering the MICR characters into the point of sale terminal, entering the amount 
of payment into the point of sale terminal, converting the MICR characters into an 
automated clearinghouse (ACH) format, and presenting payment to the business. 

It is an advantage of the invention to provide a low cost and secure alternative to 
30 credit card payments. This allows for access to a broad consumer population that has the 
ability to pay for goods and services only by check, that may not to choose pay by credit 
card, or that may not possess a credit card. 
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It is another advantage of the invention to provide an electronic check system for 
eliminating physical checks, thereby reducing settlement time and promoting increased 
risk management. 

It is another advantage of the invention to provide an electronic check system that 
5 reduces the amoimt of error incurred in converting raw MICR data into an ACH format. 

It is another advantage of the invention to enable electronic check-based debit 
transactions for payment in exchange for goods or services over the Internet. 

It is another advantage of the invention to enable electronic check-based debit 
transactions for payment at a point of purchase of goods or services. 
10 Other features and advantages of the invention are set forth in the following 

detailed description, drawings and claims. 



DESCRIPTION OF THE DRAWINGS 



Fig. 1 is a representative flow chart of an electronic check payment system. 

Fig. 2 is a representative flow chart of a verification filter. 

Before one embodiment of the invention is explained in full detail, it is to be 
understood that the invention is not limited in its application to the details of construction 
and the arrangements of components set forth in the following description or illustrated in 
the drawings. The invention is capable of other embodiments and of being practiced or of 
being carried out in various ways. Also, it is to be understood that the phraseology and 
terminology used herein is for the purpose of description and should not be regarded as 
limiting. 
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DESCRIPTION OF THE PREFERRED EMBODIMENT 



In operation, the electronic check system and method provides for an electronic 
check to be submitted by a purchaser of goods or services via the Internet. To initiate this 
5 process, a business Web site presents a check payment option input screen to the purchaser 
at the purchaser's computer. The check payment input screen captures electronic check 
data including full MICR data, name, address, check number, and amount of purchase. 
The MICR data includes MICR characters and is obtained from a financial document (e.g., 
a check). The check payment input screen may obtain other information, including 

10 financial and personal data, or a purchaser email address. The check payment input screen 
also provides for an option where a user provides a membership trigger. The membership 
trigger may be a password, personal identification number, or other unique identifier. 

The check payment input screen can be a Java Entry Applet able to push the input 
screen fi-om the business Web site to the consumer's computer. Altematively, the check 

1 5 payment input screen can be a Web site linkage from the business Web site to an 

electronic check system Web site or a third party Web site. The electronic check system 
Web site or third party Web site provides for data entry capture and transaction initiation 
on behalf of the business. An electronic check system server provides the electronic check 
system Web site and a third party server (e.g., a payment gateway service server) provides 

20 tiie third party Web site. 

Once the check payment input screen is provided to the payor's computer, the user 
enters the check payment information, including the electronic check data, to the check 
payment input screen. The user may enter all the elements for the check payment 
inform ation or provide the membership trigger which will "recall" portions of the check 

25 payment information. For example, the user may enter the membership trigger which will 
"recall" portions of check payment information from a membership trigger database. That 
is, when the purchaser enters the membership trigger, it is transmitted from the purchaser's 
computer via the Internet to the business, third party or electronic check system server. 
The receiving server compares the transmitted trigger to the membership triggers in the 

30 membership trigger database and provides the associated payment information if a match 
occurs. 

After the purchaser provides the electronic check payment, the information is 
preferably transmitted, via the Internet, to the electronic check system server for analysis. 
In addition, the third party or business server connects to the electronic check system for 
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verification or declination. Alternatively, the check payment information is transmitted to 
the business server or the third party server. If the check payment information is 
transmitted to the business or third party server, the server connects to the electronic check 
system server and transmits portions of the check payment information (e.g., the MICR 
5 data) to the electronic check system server for analysis. In this embodiment, the third 
party or business server continues the link until the electronic check system server 
provides verification or declination. 

Upon the electronic check system server obtaining the necessary check payment 
information, it analyzes the information to determine whether to accept or decline the 

10 electronic check payment. To accomplish this, the electronic check system server 
analyzes the information by applying the information to verification filters. The 
verification filters analyzes the information to determine whether the electronic check is 
valid (i.e., not fi-audulent or negligently entered). The nimiber or type of filters can vary. 
A first example verification filter is a typographical verification filter that verifies 

15 the raw MICR line (including all symbols) was correctly "typed" or entered into the check 
payment input screen. A second example verification filter assesses the likehhood that the 
MICR data entered is a fraudulent MICR line. For example, a purchaser may have 
fraudulently entered the financial institution routing number in the MICR data to not meet 
American Banking Association (ABA) specifications. The second example verification 

20 filter would discover the fi*audulently entered routing number and decline payment. A 
third example verification filter compares portions of the check payment information (e.g. 
portions of the MICR data) to a database containing past electronic checks that are 
currently not paid due to insufficient fimds. For example, the routing number and an 
account number of the submitted MICR data is compared to a database of "bad check- 

25 writers". 

In general, risk management fihers analyze the electronic check transaction and 
predict whether the acceptance of payment is a good or bad risk. The prediction is based 
on models previously provided to the electronic system server. The information entered 
into the models can be the check payment information, the business receiving payment, the 
30 third party receiving payment, the goods or services being purchased, or other predictors. 
An example of a risk management filter is a database of bad check-writers containing a 
plurality of routing and account numbers for the bad check writers. If the submitted 
routing and account numbers match a routing and accounting numbers on the bad-check 
writer database, then the system would decline payment. 



The electronic check payment server is modular to allow for new fiUers to be 
added and for selection of filters to be turned "on and off. The verification filters can be 
unique for a specific business or be used for a plurality of businesses. Additional 
verification filters are disclosed in greater detail in later portions of this document. 

The accepting or declining act also includes the act of converting the raw MICR 
line into an ACH format. Converting the MICR line to an ACH format allows the 
transaction to be submitted to an ACH network (either by the electronic check system 
server, or the business or third party server). This step is disclosed in greater detail in later 
portions of this document. 

When the electronic check system obtains the check payment information, it stores 
the electronic check transaction including the check payment information in a database. 
The capturing and storing of the electronic check transaction includes storing data 
representing whether the transaction was accepted or denied and the reason for the 
acceptance or denial. This allows an operator or a computer of the electronic payment 
system to analyze the data. Analyzing the data allows for modification of current filters 
and/or creation of new filters. The new filters can be verification filters or risk assessment 
filters and can be specific for a business or channel of businesses. The storing step also 
allows for businesses to review the transaction at a later date. 

After determining whether the electronic payment is accepted or declined, the 
electronic check system server provides the decision notice to the business server. The 
business server then forwards the notice to the purchaser's computer via the Internet. 
Alternatively, the electronic check server returns payment acceptance or declination notice 
to the third party server who, in turn, transmits the message to the purchaser's computer. 

Upon declination, the appropriate Fair Credit Reporting Act (FCRA) disclosure 
language is provided to the purchaser. The electronic check system server, the business 
server, or the third party server can provide the disclosure language. Additionally, the 
business, third party or electronic check system can facilitate FCRA consumer inquiries. 
This act can be accomplished by transmitting an e-mail message, having the purchaser 
calling a service representative or a similar act. 

Upon acceptance, the business or third party server indicates appropriate shipping 
notices to the client and may obtain fiirther information. 

Once the approval or declination is provided to the user, the portion of the 
electronic transaction concerning data capture and verification has ceased. If the 
electronic transaction results in acceptance, either the electronic check system server or the 
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business server present the electronic check transaction to the ACH network. The 
electronic check transaction to be presented to the ACH network includes the MICR data 
in the appropriate ACH format. 

If the electronic check system server is completing the transaction, the server 
5 presents the transaction for payment through the ACH network. The electronic check 
system server identifies a predefined fiinds holding v^andow to mitigate return risk 
resulting either fi-om fi-aud, inefficient funds or processing errors. The holding window is 
a time period established based on different criteria including the business involved in the 
transaction, the amount of the transaction, the risk factor of the transaction or other 
10 criteria. The electronic check system server transfers the amount of the funds 

electronically to a custodial account. The custodial account holds the funds until the hold 
jp window expires. 

i J While the funds are being held in the custodial account, the transaction is being 

z 

; Jj settled by the ACH into either a business or payment gateway custodial account after the 

5 ; ; 

lU. 15 hold window expires. 

^ Periodically, the electronic check system server reports transactional level 

reporting via an electronic bulletin board to be retrieved businesses daily. The business or 
jn third party may pull the transaction reporting off of the bulletin board. This allows retum 

;^ information to be passed onto businesses to cancel shipments and reconcile settlement 

20 reporting. 

If the electronic check transaction results in a non-sufficient fund (NSF) retum 
item, preferably, the third party or business has the ability to represent the NSF item to the 
ACH network. The number of times a third party or business has the ability to represent 
the NSF retum items may vary. Upon final non-payment of transactions, the business 
25 account or payment gateway custodial account is debited for the amount of the retum item. 
If the business has shipped goods prior to retum notification, the business then becomes 
liable for the amount of the item. 

The electronic check system is preferably designed for a point of sale (POS) 
transactions and POS terminals. This design requires the use of specifications that require 
30 the emulation of a POS terminal in all environments. Of coiu^e, different portions of the 
system can be designed for specific environments or the system can be designed for 
emulation of a different environment other than a POS environment. 

The ACH option of the system allows for coupling processing of the verification 
and the payment origination. The reporting fiinctionality that accompanies the ACH 
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setllement process provides detail for the business to apply to accounting and shipping 
applications. The reporting functionality includes a daily poll environment from an 
electronic bulletin board sorted at the business level. 

The system provides detailed settlement reporting for business archival and 
5 consumer profile devices. In addition the system and method provides detailed reporting 
for shipment reconciliation. The detailed reporting can be delivered daily or multiple 
times daily electronically. 

The system allows for multiple recurring ACH transactions for a specific business, 
and allows for multiple debits to consumer accounts. Additionally the system allows for 
1 0 segmented billing of split shipments due to product availability. 

The system and method allows for use of multiple risk screening and return 
predictability models to mitigate opportunity for return. By minimizing the opportunity of 
return, the system is able to secure transaction and add integrity to the payment to enable 
the business to effectively ship goods with minimal risk of funds return. 
1 5 Although the above detailed description was for an electronic Internet check, the 

system can provide an electronic check for other chaimels of commerce. The following 
description supplements and further defines the electronic check system. 
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ELECTRONIC CHECK AT POINT-OF-PURCHASE 
PRODUCT DESCRIPTION AND SERVICE OFFERINGS 



cFunds ELECTRONIC CHECK 

ePunds Electronic Check is a service that provides for the electronic conversion of checks 
presented for payment at the point of purchase and their subsequent processing through the ACH 
network. We offer the *'Consumer as Keeper'' Model in compliance with the NACHA (National 
Automated Clearing House) Rules. The ePunds check conversion service is designed to carry 
the MICR line data from a check, including the payer financial institution routing number, 
account number and check serial number, and the transaction amount and payee information 
from point-of-sale equipment to DPPS ft>r processmg through the ACH system. Once a 
consumer presents a check to a Merchant, the point of sale system will produce a receipt for the 
consumer to sign or will print the required authorization on the consumer's check in order to 
authorize the initiation of an ACH Entry. As an optron, the authorization may also include 
authorization to coUect, via separate ACH debit transaction, a service fee in the event the 
electronic transactfon is returned The amount of such service fee must be disctosed in this 
authorization. The check itself need not be signed by the consumer and is handed back to the 
consumer with the authorization receipt for their safekeeping. 

The ePunds Electronic Check Service combines our risk and information management 
capabUities with SCAN OnLine and our ACH payment processing delivery for a conq)rehensive 
electronic check conversion offering. These capabiUties, coupled with sophisticated return check 
management and collection services, provides full check management sohitions for Merchants. 

HOW eFunds ELECTRONIC CHECK WORKS 

The process begins with the Merchant displaying signage at the Point-^f-Sale disclosing that 
their method of check processing is electronic and states their return check fee policy. The 
consumer' s paper check serves as the source document to obtain the routmg and account number 
information, as weU as the serial number of the check. The consumer need not fill in or sign the 
check. 

When a consumer presents a check to a Merchant, the eFunds Electronic Check system prompts 
the clerk through a series of steps to enter pertinent information and to process the check through 
the MICR reader. This mformation is then routed to the DPPS Host system for the vaUdation, 
authorization and capturing of the transactioa Upon ^proval, the system will generate a receipt 
for the consumer to sign in order to authorize the initiation of the ACH Entry. The authorization 
may also disctose to the consumer the electronic re-initiation of the Entry in the event the 
transaction is returned uq?aid. Additionally, the authorization may disclose that a return check 
service fee with the dollar amount may be collected electronically, via a separate ACH Debit 
Entry. 

The merchant provides the consumer with a copy of the signed authorization receipt and returns 
the check to the consumer for safekeeping. The words "Void, Electronically Processed" or 
similar language should be stair?>ed on the check or "Franked" by the cash register. The 
merchant will retain a copy of the authorization receq)t for two (2) years and make the 
authorization receipt available within three (3) days upon request. 
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Versicm 1 ^ 
For the approved, c^tured transactions, DPPS will,at designated "cut off" tim^ originate a one- 
time ACH Debit Entry to the consumer's account for purchases made in person at the point-of- 
purchase, based on a written authorization and the use of a poper check. DPPS will also 
originate the ACH Credit Entry to the Merchants Account. 

DPPS will also provide Returns Items Management and Collections. Some number of items will 
be returned by the paying bank for insufficient fimds or other reasons. These returned hems will 
be re-initiated in accordance with options set in merchant profile and subject to ACH Operating 
Rules. We offer a SCAN Scoring sequence on returned items to determine the likelihood of it 
clearing, and based on this Score will either contribute to SCAN inamediately or re-initiate. If 
the re-initiation of a returned electronic check feils all attends, DPPS will electronically 
contribute the item to SCAN on behalf of the SCAN Member. We will perform a •'Skip Trace" 
routine on the unpaid hem for name, address and/or phone number and provide this data, along 
with the return information to the retailer, or Certified Collection Agency. ShbuW DPPS be 
unsuccessful in its **Skip Trace** aUcoapU DPPS vnH absorb the item, when the transaction was 
processed to DPPS for authorization and validation. If the re-initiation of a returned item clears, 
DPPS wfll process a Collections Service fee with^ seven (7) days based onlMerchant Profile. 

The system-generated receipt wiU contain the following information: 

Merchant Name 

Merchant phone number/or third- party service provider phone nximber 

Merchant Address 

Transactk>nDate 

Terminal Nimiber or Merchant ID 

Transit Routing number 

Account Number Masked (All **X" except the last four digits) 
Transaction Amount 
Check Nimiber 
Receiver*s ID number 
A signature line 

NACHA ^proved language indicating the check is being processed electronically and that a 
service fee may be assessed if the check is returned unpaid. 
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eFunds ELECTRONIC CHECK SERVICE FEATURES/FUNCTIONS 

POS terminal software and eFunds Electronic Checking Speciflcations 
Check authorization via SCAN OnLine with muhiple risk levels. 
Central Host Capture System with MICR validfltinn ami ACH Origination 
ACH Processing Services and options ^ 

MICR to ACH conversion and reject, researcn ana re-enlry processing 

Paper draft creation for Non-Con^liant Items 

Daily financial settlement of retailer and consumer transactions 

ACH Return Items Management with items electronically re-initiated, electronically 

contributed to SCAN (in con:5>liance with the SCAN Rules of Participation), "skip 

tracing" for name, address, ami/or phone number for unpaid items with integrated 

collection progranos or collections systems interfitce Collection Service Fee Origination. 

Retailer Profiles defining mdividual operating specifications at the Merchant level 

Consumer Referral services to handle consimier inquiries related to check authorization 

Fair Credit Reporting Act Compliance 

NACHA's Polnt-of-Purchase (POP) Rules compliance 

Information Management & MIS reports 

Hot Site Back-Up 

Operational Support via 800 phone number 

Program support for general product, operational and reconciliation inquiries 

rVR (Interactive Voice Response) for equipment and systems downtime 
Project Planning and ML implementation team support 
Merchant training materials and Procedure Guides 
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rOMPONENTS OF eFunds ELECTRONIC C HECK SERVICES 

MICR Capture. The capture of the fiill "raw" MICR line data from the bottom of tte check and 
additional data required for processing (terminal ID, customer ID source, amount, date, etc). 
This capture will occur via a MICR reader and terminal equipment deployed at the point-of-sale 
and is transmitted to the DPPS Host for validation and authorizatioa 

VaUdation and Authorization. The electronic check transaction request will be simultaneously 
matched against multiple databases for authorization and vaUdation to assure an accurate account 
number is being captured for ACH Processing and to mitigate risk exposure. 

The multiple databases offered for Validation are: 

1) A history database ofcorrect ACH conversion routines 

2) Primary Payment System's daily, open Account Number Ffle for accurate and open 
positive accounts 

3) ID Source Validation database to determine whether sufficient data elements are 
available to identify a check presenter in the event the Entry is returned unpaid and 
coUection efforts are necessary. Hie first time a MICR line is accepted into the system, 
an additional form of ID wUl be necessary. The system wiU capture and retain the ID 
source associated with the check so that additional ID is not requested when the check is 
processed m the qrstem the next time. Depending on the merchant's trading area, a 
drivers license number may be sufficient as the ID source; in other areas a phone numbw 
or social security number may be requested. 

The muhiple databases ofiTered for Authorization are: 

1) SCANOnLine 

2) SCAN Database 

3) Primary Payment System's daily, closed Account Number File. 

Consumer Referral Services in compliance the Fair Credit Reporting Act (FCRA) will be 
provided. FCRA requires that a merchant notify a consumwofa declined transaction. DPPS 
will provide a Consumer Services Center for consumer referrals from 6:00 AM to 10:00 PM 
Pacific Time, seven days per week. DPPS will inform declined consumers of the reason for the 
decline so that payment can be made to the SCAN Member hoUing the outstanding NSF items. 

ACH Origination and Financial Settlement to Merchant and Consumer Accounts. 

Approved Entries are formatted into ACH Transaction formats and a file is delivered to the 
ODFI and/or processing agent The electronic check Entries will be routed through the ACH 
Network to the RDH's; an ACH credit will be originated to the designated Merchant depository 
account and a debit settlement will be made to the consumer account 

Funds Settlement. Settlement will occur against the merchant's account. This will include 
settlement of credits and debits, coUection service fee settlement, adjustments and invoicing. 



09/15/99 
Version 1 

In the Remarketing environment, the actual settlement will occur against the end-user retailer 
accounts. Exact fiinds flow and custodial accounts will be established at time of Agreement 
execution. 



Returns Items Management and Collections. Despite efforts to pre-authorize checks 
presented for payment, some number of items will be returned by the paying bank for 
insufficient fimds or other reasons. These returned items will be re-initiated in accordance with 
options set in merchant profile and subject to ACH Operating Rules. We offer a SCAN Scoring 
sequence on returned items to detemune the likelihood of it clearing, and based on this Score 
will either contribute to SCAN inunediately or re-initiate. If the re-initiation of a returned 
electronic check &ils all attentats, DPPS will electronically contribute the item to SCAN on 
behalf of the SCAN Member. We will perform a "Skip Trace" routme on the unpaid item for 
name, address and/or phone number and provide this data, along with the return information to 
the retailer, or Certified Collection Agency. Should DPPS be unsuccessful in its "Skip Trace" 
attempt, DPPS will absorb the hem, when the transaction was processed to DPPS for 
authorization and validatk>n. If the re-initiation of a returned item clears, DPPS will process a 
CoUectbns Service fee with in seven (7) days based on Merchant Profile. 

Skip Tracing. "Skip tracing^* is the process of identifying the name, address and/or phone 
number for a transaction that is returned during ACH Processing. DPPS' Sk^ Tracing service 
utilizes a prioritized series of data sources, including but not limited to Proprietary ID Files, 
internal data files. Debit Bureau and external Credit Bureaus and information sources. 

Reporting..Reports consist of daily/monthly/quarterly standard reports and layouts. Historical 
reports are available for up to 4S days. 

Refer to attached Report Descriptions. 
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The system will deliver consolidated reports to the Remarketer, It is responsibility of the 
Remarketer to segregate and distribute them to its Merchant. 

Report Delivery. Report Delivery will be available via a Secured Web Server. This will be our 
standard delivery method with other options. The five (5) primary methods are: Retrieval via 
Web, Electronic Delivery via electronic files, FAX, Printing from dial-up terminals and paper 
reports. We support various formats for the reports: Microsoft compatible text, comma 
delimited ASC II file (Excel) and PDF (standard format for Internet) 
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DATA COMPONENTS ; 

This list of data requirements and transaction tyoes is intended to orovide a brief exolanatbn of 
what is needed to process checks electronically. 

Raw MICR: The con^)lete MICR line from the check is received, including symbols and spaces, 
captured electronically. 

Parsed MICR: Raw MICR b parsed into transit-routing number, account number and check 
series numbers for conversion to ACH compatible number for processing. 

Dollar amount: The total transaction dollar amount of the check to be processed. 

Date: The date of the transaction of the check to be processed. 

Time: The time of the transaction of the check to be processed (optional for batch processing). 
Secondary ID: The check writer's Driver's License and/or phone number. 
Retailer proprietary ID: Retailer issued customer ID number, Le. nKmbership number (optional). 
FINANCIAL TRANSACTION TYPES; 

Debit (Consumer): Transfers the dollar amount of the transaction from the consumer's DDA 
account to credit the retailer's DDA account. 

Debit (Merchant): In the event of a returned consumer debit transaction, the retailer's DDA 
account (which was previously credited) will be debited for the amount of the returned 
transaction. 

Debit and Credit adjustments and invoice settlement. 

TRANSACTION TYPES SUPPORTED: 

Sales: For goods and services at point-of-purchase. 



Voids: Deletes a pending consumer debit transaction (applicable only to real time processing 
environments) must be performed prior to batch close. Must be for fall transaction amount only. 

Reversals: Reverses a consumers debit transaction up to 5 days after the original transaction. 
Must be for the fall transaction amount only. 

Batch Close: Serves as an electronic notification to DPPS that all transactions submitted by that 
terminal are to be processed through the ACH network at the next opportunity (applicable only 
to real-time processing envirorunents). 
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RETURNED ITEMS MANAGEMENT COMPONENTS 

Re-Initiation: Eligible returned electronic check transaction are submitted via ACH according to 
Merchant Profile and in compliance with NACHA operating Rules (optional). 

SCAN Scoring Sequence: On Returned Items to assess likelihood of clearing based on thescore 
the item will either be contributed to SCAN immediately or re-initiated. 

SCAN Contribution: On behalf of member in accordance with SCAN^ Rule of participation 
(optional) 

Collection Service Fee: A service fee is charged to the consumer for the processing and 
handling of a retun»d electronic check transaction. This fee is initiated through he ACH 
network upon a success&l paid electronic re-initiation. This wUl occur automatically within 7 
days (optional) 

"Skip Trace**: Name plus address and/or phone number of the check writer provided to the 
collection entity for returned electromc check transaction that are no bnger eligible for re- 
initiation (optfonal). For the Processing Only Batch product. DPPS will utilize its "skip trace" 
sources based on the transaction data provided (MICR, DL, phone number, etc.); however, DPPS 
does not warrant the success of a **skip trace". 
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COMPONENTS OF SCAN ONLINE AUTHORIZATION 
ID Validation 

Whenever SCAN receives a request, it validates the primary key (full MICR including check 
number). It also checks the primary ID against the Member's VIP list. The VIP list contains 
certain ID numbers for SCAN always to accept and others for SCAN always to decline for all the 
Member's stores. The VIP list does not affect processing for other Members. Finally, it checks 
the primary ID to see if it is a PPA (Permanently Protected Account) or PPD (Permanently 
Protected DL number). If it is this item will not be converted as they are typically Credit Line 
Checks. 

Negative Processing 

SCAN checks the primary ID against the SCAN negative file, which is a list of those ID*s with 
returned checks outstanding. SCAN always declines checks that match an ID tn the negative 
fde. 

Negative processing also includes checking to see if the primary ID is negative by association. 
Negative by association means that the ID itself does not have a returned check outstanding, but 
an ID linked to it does. For example, the transaction may be for MICR number XXX, which is 
linked in the SCAN database to DL number YYY. There are no bad checks outstanding for 
MICR number XXX, but DL number YYY does have bad checks outstanding. So MICR 
number XXX is negative by association. 

Basis Velocity Processing 

For each transaction, SCAN calculates the quantity, total dollar amount, and total cash-back 
anwunt of all checks written to the Member's stores on that ID number in a given perfod. Then 
in returns a response based on the Member's vetocity parameters. If the Member subscribes to 
the transaction risk function, the response is also based on the resulting transaction score. 
Different point-of-sale responses can be set up for different scores. 

If the Member is a conglomerate, the setup parameters for each storefront also indicates which 
other storefronts' transaction information is to be included in the vetocity calculations. Note that, 
by a special agreement, two or more Members can instruct SCAN to share their transaction 
information for velocity calculations. 

Dual DO Processing 

If the product includes the dual ID fimction, transactions that fiiil velocity processing or 
transaction risk processing on the basis of the primary ID are processed using the secondary ID. 
Processing varies according to the fimction that fidled the primary ID; details are shown in the 
Pass/Fail tables in the descriptbns of the fimctions. 

Scored Velocity Processing 

If Members subscribe to transactfon risk processing, they set up range of transaction scores and 
can define the vetocity parameters and responses at the point-of-sale differently for each range. 
Then SCAN checks the transactfon against the velocity parameters defined for the calculated risk 
value. 



09/15/99 
Version 1 

Transaction Risk Processing 

SCAN calculates the transaction score based upon the known history of the ID (such as paid 
SCAN items) and the characteristics of the current transaction (such as the check number, 
amount, time of day, and day of week). For example, if the check number is, the amount if high 
and the time of day is a high-risk time (such as just before closing), the score would be lowered. 

Then it conq)ares the check amount the maximum check amount the Member allows for that risk 
value. The Member can specify different maximum check amoimts and POS responses for 
different transaction score ranges. Note: If a Member also subscribes to velocity processing, the 
transaction score is applied to the velocity parameters set up for the risk strategy. 



09/15/99 
Version 1 

RF.PQRTS DESCRIPTIONS 
Member Daily Activity 

Generated daily reflecting the settlement date, status and other pertinent information about the 
check processed for ACH Conversioa This report will typically be used for financial 
information and and/or for data entry purposes required to supplement other accounting, check 
databases, information management and/or collection systems. 

The Settlement Section reports the financial dollars settled by store, by check and with system 
reference numbers. 

The Processing Section reports those checks in process of the re-initiation cycles by store, by 
check and with systems reference numbers. This section is optional for those members who need 
this information to enter into other databases, such as a proprietary check database. 

The Returns Section reports aU "Fatal Un-Paid" Returns. This section wiU reflect those checks 
contributed to SCAN on behalf of a member. This section will also include the results of the 
"Skip Tracing" and provide name/address and/or phone number information required for 
collection efforts. 

Sort Sequence is by Store number, ABA, Account Number and subtotaled by Store Number 
subtotaling up to Member. 

Member Daily Snmmaiy ... 

Generated monthly on the first of the following month, reflecting all transactions and activity 
types processed that day by store. This report wUl typicaUy be used for auditing and reconciling 
purposes. 

This report is optional and will typically be requested during the implementation, pilot period. 
Sort Sequence is by Store Number subtotaling up to Member. 
Member General Ledger 

Generated Monthly at first of the month reflecting financial activity by Depositing Account 
number. This report will typically be used to audit and reconcile settled dollars (debits and 
credits) to each Depository Account number by date, ACH Trace reference number and dollar 
amount. 

Sort sequence is by date and Depository Account number subtotaling up to member level. 
Monthly Detail Report 

Generated monthly, on the first of the foltowmg month, reflecting all transactions and activity 
types per store by day for a monthly summary. This report will typically be used for auditing 
and reconciling individual store bcations. 



MEMBER MONTHLY EXECUTIVE SUMMARY 
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Generated monthly and/or quarterly with an annual repot providing a store level summary of 
financial and transaction activity to measure program value. 

This report is generated on the 1 5* of the month to assure all settlement and fees calculated are 
reported on a calendar month basis, the date of the check will determine the month the activity 
will be reported. 

A Return Analysis section is provided to measure the efifectivencss of the Return Item 
Management Service with number, dollar amount and percent of totals. 

Sort sequence is by store number up to member level. 
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The intent of this proposal is to provide the details on internet check acceptance approval and processing that 
might serve as the basis of a partnership between EFimds Corporation and CyberSource. The contents of this 
proposal review the services available to provide non-secured internet electronic check acceptance capabilities 
to internet merchants through CyberSource. This proposal should be considered an introduction to a larger 
opportunity to build out a fully robust guaranteed internet check service. 

Through this first phase of the proposed service partnership between CyberSource and EFunds, internet 
merchants would be provided with the capability to electronically accept check-based debit payments for 
purchases through their sites. The current eFimds-Tustin, CA electronic check acceptance payment platform 
will be leveraged to provide real time verification of the payments and payment processing via the ACH 
network. It is expected that this lower cost, nationally accepted payment vehicle will reduce cost and provide 
service to multiple merchant customer segments. 

High Level Process Review; 

L Merchant presents check payment option input screen to capture full MICR, Name, Address, Check 
Number, and Amount of purchase, 

2. Payment information is transmitted to CyberSource for payment gateway services. 

3. CyberSource connects to EFunds to obtain verification on the payment. 

4. EFunds will provide verification and MICR conversion on the payment using multiple filters. 

5. EFunds returns payment acceptance or declination notice to CyberSource who in turn passes message back 
to merchant's consumer screen. 

6. Upon declination, the appropriate Fair Credit Reporting Act disclosure language will be provided to the 
consumer. FCRA consumer inquiries will be facilitated by the EFunds consumer call centers. 

7. Upon approval, the merchant will indicate appropriate shipping notice. 

8. EFunds will present the transaction for payment through the A CH network 

9. A pre-defined funds holding window will be determined to mitigate returns risk. Funds will be held in an 
EFunds custodial account until the hold window expires. 

JO. Funds are settled via ACH into either a merchant or CyberSource custodial account after the hold window 
expires. 

I L Transactional level reporting will be available via an electronic bulletin board to be retrieved daily from 
EFunds. CyberSource will have the capability to pull reporting by merchant in order to pass returns 
information on to merchants to cancel shipments and reconcile settlement reporting. 

12. CyberSource -or- each CyberSource merchant will have the ability to re-present NSF return items as many 
as two times for an additional cost 

13. Upon final non-payment of transactions, the merchant account or CyberSource custodial account will be 
debited for the amount of the returned item. If the merchant has shipped goods prior to return notification, 
the merchant then becomes liable for the amount of the item. 

Details on the support provided by EFunds through this process are documented on the following pages. All 
components included are currently ready for implementation and can be easily rolled-out to merchants as soon 
as possible. 
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Service Overview Diagram 



Internet Check Acceptance Service Components 

<♦ Payment Verification Services 

❖ MICR Conversion Routines 

❖ Payment Processing and ACH Origination 

❖ Electronic Transaction Reporting 



Payment Verification Services 



Upon receipt of the MICR based internet check transaction, CyberSource will have the ability to authorize and 
verify the transaction against the multiple risk filters that exist at EFunds. These filters have been designed to 
mitigate the risk associated with the transaction and provide positive verification of the consumer association 
with the account number. A review of the filters and functionality is listed below. 

SCAN On-line 

SCAN On-line is a leading retail check verification decisioning tool that measures the likelihood of 
return on check transactions. SCAN On-line utilizes sophisticated neural net model routines combined 
with the nation's leading debit transactional data from the Deluxe DebitBureau to provide a fully 
robust decisioning tool for retail check verification. SCAN On-line incorporates the following 
decisioning criteria: 
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❖ SCAN (Shared Check Authorization Network) negative file data. SCAN is the nation's largest 
retail check verification service providing verification for the majority of the leading U.S. retailers. 

❖ SCAN On-line Positive File: SCAN On-line tracks and stores the positive transaction data that 
runs through the model to assist in positive verification. 

❖ Deluxe DebitBureau Data: SCAN utilizes MICR level information from the Deluxe DebitBureau 
database in order to assess the check ordering cycles of the consumer. The velocity of check 
ordering in conjunction with the check nmnber sequence the consumer last ordered is beneficial in 
authenticating the transaction. 

❖ Velocity Measurement: SCAN On-line tracks the activity level on the account to identify out-of- 
pattem activity or excessive activity based on the modeling routines built into the decisioning 
engine. 

❖ SCAN On-line also incorporates the ChexSystems database reported to by over 85% of the 
nation^s banks. The ChexSystems file is a negative database of accounts that have been closed for 
cause by the financial institution. 

SCAN/ChexSystems Lost or Stolen Data: SCAN On-line also incorporates the use of data 
reported by banks on behalf of their customers that indicates accoimts that have had checks stolen 
from the consumer or checks that the consumer has misplaced. 

❖ VIP Files: SCAN On-line allows for the estabhshment of VIP files for preferred customer special 
handling based on the request of the retailer. 



DebitBureau MICR/Consumer Authentication 

❖ A risk filter has been designed that utilizes the Deluxe DebitBureau to authenticate the 
association/ownership between the MICR presented for payment and the consumer data presented 
to accompany the payment. 

❖ The robust MICR related data in the DebitBureau is matched against Name, Address, and ID fields 
to authenticate the presence of relationship between the payment and the consumer. 



Bank Contributed Data 

❖ The account nimiber associated with the internet check presented for payment will be screened 
against the Primary Payment Systems (PPS) account nimiber and status files. PPS is a nation-wide 
database of Demand Deposit Account (DDA) numbers and daily status. The PPS database is 
contributed to by the nation's largest banks and represents over 80% of all the DDA account 
numbers in the United States. 

•> Account level data will provide positive verification of presence of account as well as special 
status on accounts. The status indicators will allow for measurement on the likelihood of returns 
on the accoimt The status indicator will also pinpoint accounts that do not allow transactional 
data such as "post no debits" accounts. Likelihood of NSF is also provided by status indicators on 
the accounts. 



EFunds Historical File 

❖ All transactional data from electronic checks converted through EFunds are stored and used for 

both positive and negative verification on subsequent transactions. 
♦> Past returns and MICR rejects are stored and taken into consideration when processing new 

transaction against the accounts. 



MICR Conversion Routines 



EFunds has developed Processes that allow for the maximization of the conversion from MICR to ACH format. 
This process is key to the success of electronic check acceptance whether it be at the point-of-sale or via the 
internet as proposed in this document. Currently EFunds has less than a 1% reject rate of MICR conversion 
errors. In recent point-of-sale electronic check NACHA pilots, EFunds has consistently outperformed other 
service providers. 

The science of MICR conversion is complex and requires expertise on thousands of bank specific MICR 
routines. By having EFunds conversion expertise, merchants are insured a mininfial number of formatting error 
returns. The model that has been developed by EFunds also allows for a learning engine so that the model 
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continually becomes more robust further reducing the opportunity for items to be rejected from the ACH 
network. 

This MICR conversion service insures that CyberSource will provide its merchants with the industry's leading 
conversion expertise. 



Payment Processing and ACH Origination 



I'or all approved internet check transactions, EFimds will initiate a debit ACH transaction to the consumer's 
checking account. The payment will be settled via the ACH network to an EFunds custodial account The 
funds will be held in the custodial account for a pre-detennined amount of time that will act as the holding 
window to allow for the maximum number of returns to be received prior to the funds settiing to the merchant 
or CyberSource account 

Returns Management 

If internet check items are retumed from the ACH system for Non Sufficient Funds (NSF), the merchant may 
opt for re-presentment of the item as many as two times. Re-presentment of the item will allow for the potential 
collection of funds. Current re-presentment programs in traditional point-of-sale processes are effectively 
recovering funds at outstanding rates in excess of 70% in the first cycle of re-presentment. 

If the merchant opts not to re-present items and an item is retumed uncollectable, the merchant assimies liability 
for the amount of the item. A debit will be made to die merchant or CyberSource custodial account for the 
amount of the item. This is also the case for items diat have been unsuccessfully re-presented. 



Merchant Electronic Transaction Reporting 



Daily reporting will be made available to CyberSource that will provide detailed transactional reporting by 
merchant. The reporting will be available through an electronic bulletin board system. The transaction record 
will include: 

Transaction Date Custom Field (Merchant Transaction Code) 

Transaction Time EFunds Transaction Code 

Transaction Amoimt Return Code Information (Reason for Retum) 

Check Number Pre-Presentment Information 

Accoimt Number 

Daily reporting will allow merchants to reconcile settlement funds as well as shipment reports. The custom 
field can be used to indicate merchant specific tracking mechanism to add ease to reconcilement. 

Reporting is also available weekly and monthly in both electronic, fax, and paper format upon request 



Merchant Screen Components Guidelines and Recommendation 



EFunds will provide CyberSource with a set of standard guidelines and suggestions for merchant internet check 
acceptance: 

❖ Input Screens (suggested MICR capture formats and JAVA applet) 

❖ Disclosiure Screens 

❖ Regulatory Framework Requirements 

❖ ACH Timing Correspondence with Shipment Direction 

As we build out our partnership, EFunds will make its staff available to CyberSource and its clients to assist in 
merchant set up and CyberSource service launch campaigns to insure that merchants needs are met and process 
development is successful. 
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Technical Requirements and Support 



CyberSource can use current EFunds electronic check acceptance technical specifications. These specs assume 
the imulation of a point-of-sale terminal. Advanced specs are currently being developed that will allow for 
more flexible connectivity and advanced service options. It is suggested that as the specs are built out at 
CyberSource that consideration be given to the advanced specs to allow for migration to the new processes 
when they become available in the first quarter 2000. This migration plan will allow for a more flexible service 
offering to CyberSource's clients with additional services and features. 

Sample specifications have been made available at an earlier date. 

Connectivity Options 

The current standard connection to EFunds is via a X.25 CompuServe cloud. This option is available as well as 
a direct leased line connection for the CyberSource application. The direct line connection may add ease to the 
technical build requirements for CyberSource. Either option is available. An EFunds network specialist will be 
made available to CyberSource to assist in line selection, ordering, and access to Deluxe Corporation preferred 
rates. 



Service Fees 



The intent of the pricing design for the internet check acceptance functionality that EFunds brings to 
CyberSource is to allow for a cost effective payment option that can be initiated from a large pool of consumers 
at a cost that is less than current credit card discount rates. The following fee schedule assumes mark up by 
CyberSource to its merchants to allow for revenue gain for CyberSource. 

Transactional Discount Rate 
Minimum Fee per Transaction 
Re-presentment Fee per Transaction 

CyberSource Cancellation Fee 

Allows for recovery of administrative cost of set up at EFunds 

♦ Fee does not apply for individual merchant cancellation 

Custom Reporting Format or Delivery 

♦ If a merchant requires custom reporting features or delivery of reporting in a format other than 
electronically via CyberSource a fee will be assessed based on the con:^)lexity of the set up request 



Implementation 



Once the proposal is accepted by CyberSource, EFunds will prepare a service agreement and assign a support 
team to assist in development and implementation. We will set an implementation schedule to meet the needs 
of CyberSource and assist CyberSoiurce in compiling any supporting materials needed for launch to your 
merchants. 

All elements in this proposal are currently available and ready to implement. CyberSource *s development 
calendar should dictate our development schedule. 



Next Steps 



It is eFunds' hope that this proposal will allow our two companies to establish a partnership that can expand and 
bring additional services to internet merchants to allow for flexibility and ease in debit payment acceptance. 

New Services Currently In Development Include: 

❖ Check Guarantee 

❖ Bank Sponsored Check Guarantee 

❖ Authorization Only Transaction 
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CLAIMS 



1. An electronic check payment system for financial transactions comprising: 
a point of sale terminal including an input device for receiving magnetic ink 

character recognition (MICR) characters; and 

an electronic device connected to the point of sale terminal, the electronic device 
including software for converting the MICR characters into an automated clearinghouse 
(ACH) format specified by each financial institution participating in the ACH. 

2. A method of providing an electronic check payment to a commerce entity, 
the method comprising the acts of: 

providing a point of sale terminal capable of receiving magnetic ink character 
recognition (MICR) characters and an amount of payment; 
providing an electronic device; 

entering the MICR characters into the point of sale terminal; 

entering the amoxmt of payment into the point of sale terminal; 

converting the MICR characters into an automated clearinghouse (ACH) format; 

and 

presenting payment to the business. 



ABSTRACT 



An electronic check payment system and method for financial transactions. The 
system includes a point of sale terminal having an input device for receiving magnetic ink 
character recognition (MICR) characters. The system further includes an electronic device 
coimected to the point of sale terminal. The electronic device includes software for 
converting the MICR characters into an automated clearinghouse (ACH) format specified 
by each financial institution participating in the ACH. 



